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Common Threat-Sources

= Natural Threats—Floods. earthquakes. tornadoes.
landslides. avalanches. electrical storms. and other such
events.

= Human Threats—Events that are either enabled by or
caused by human beings, such as unintentional acts
(inadvertent data entry) or deliberatz actions (network
based attacks. malicious software upload. unauthorized
access to confidential information).

« Envionmental Threats—Long-term power failure.
pollution. chemieals, liquid leakage.

Risk Management Guide for NIST
|ﬂhrmati0ll TeChnObgy syslten‘s MNational Institute of

Standards and Technolagy

Technology Administrafion
U5, Department of Commerce
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